FDIMAX

NETWORKING PEOPLE TOGETHER

CAP300, CAP1200, CAP1750, WAP1200, WAP1750,
OAP900, OAP1750

KaK HacTpouTb 6eCLIOBHbIN POYMUHT U

BCTPOEHHbIN Radius-cepBep yepe3 KOHTpoIep

Edimax Pro

w .
) i ,,,,,,,,i
/ =
3 Rl
AP Controller
AP 1 - AP 2 AP3 AP 4
< < < <

© 2015. KomnaHua «CeasbKomnnekT» asasetca opuumanbHbim auctpmbytopom Edimax Ha TeppuTtopumm Poccum m
cTpaH CHI. Ten. 8 (800) 200 77 87. www.skomplekt.com



FDIMAX

NETWORKING PEOPLE TOGETHER

LWAT 1. MoAKNIO4YUTb TOYKU B € AUHYIO JIOKANIbHYIO CeTb.

Router

. -] ‘1 Controller

\

o |
PoE Switch

LUAT 2. HactpouTb ponu TOUEK.

3antn B Web-nHtepdeiic Kaxaomn Touku.

[} CAP1200 x {2 «ConssKomnnskrs -npoe % J [ 192.168.1.110

e - ¢ [11921681.110 wo® =

15 Cepsuc [ Cnpasounax [ 01_HUPM (] me% x 'e B Google [@ MailRe  » I fpyrue saxnagxm
Heotxoanma aBTOpKMIaLnA

[ina goctyna wa cepaep httpy//192.168.1.110:80 rpe6yetcs

ykazats wma n  mapons. C
cepeepa: localhost.
VA nonssosarens: | admin login: admin
apom ! default password: 1234

Bxop, Ormena
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FDIMAX

NETWORKING PEOPLE TOGETHER

DOna ToueKk aoctyna onpegenutb poab «Managed AP mode» (Management -> Operation Mode)

[ CAP1200 % 1 & ConssKounnexma - npod x J [ wap1750

€ > ¢ [ 192.168.1.110/indexhtml wf O® =

it Cepaucer [ Crpasourix [ D1_HUPM [ Whtepakruerisie go... [ flamnossie mogyam &) Nepesoaunk Google [ Google [@ MailRu  » (O] dpyrue 3akraaxn

.
EDimax @ Home | Legest | Glbal Engiah] ¥

WAPI1T50 Information Networl s Wireless Settings Management Ad

Operation Mode
* Admin
Operation Mode

Operation Mode AP Mode v
AP Mode

* Date and Time

» Syslog Server

» Ping Test AP Controller Mode
Managed AP mode Apply

* I'm Here

_ pexum ''nog ynpasneHuem peXum "KoHTponnep"
_ KoHTponnepa"

OpAHOM 13 TOYEK Ha3HAUUTb ponb KOHTpoanepa «AP Controller Mode». Mocne npumeHeHun

napameTtpa web-uHTepdeiic KoHTponnepa byaer BbIrnafeTb Tak:

[ WaAP1750 [} cAP1200

€ - € [}192.168.1.138/nmshtml ad¥r 0 ® =

iif Cepeucer [ Cnpasourvx [ 01_HWPM (] Vkrepactusssie go.. [ flaunoseie mogynu 1) Mepesoguuk Google Google Mail.Ru » (] Lpyrve saknaaxn

CAP1200 Dashboard Zone Plan NMS Monitor NMS Settings Local Network

Auto Refresh Time : ® 1 minute 30 seconds ' Disable 49

System Information @E) Managed AP @E
Froduct Name CAR1200 Search Match whole words
Host Name APT4DA383ET344
MAC Address THDAZEIETESL Index MAC Address Device Name  Model 1P Address > 5™*"5G Channel  Clients  Status Action
IP Address 192.188.1.138 =
Firmware Version 1.1.0 T4:DA:38:0 APT4DA3806 182.188.1.1
1 WAP1750 1 38 o
20120101 00:2 szie =i 0 o O8I
System Time
718

Uptime 0 day 00:27:24

Managed AP Group @G)

7

Devices Information

Search Match whole words
Dkttt Q) HaXoOATCcA nog
Device Number Group Name  MAC Address Device Name Model IP Address Clients Status Action
AccessPoints 1 o ynpasjieHuem
Client Devices o o) @
Rogue Devices 0 KOHTpOAnepa

T4:DA:38:06.E APT4DA3806E1 102.188.1.11
waprreo 1012 s 0 G209

178 78

Active Clients %

Search Match whole words

Connected Ti
me

— CII::t MAC A AP MAC Addr e

e Radic  Signal(%)

Idle Time Tx[KB] Rx(KB)  Vender

Empty
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FDIMAX

NETWORKING PEOPLE TOGETHER

LLAT 3. HacTtpoiika rpynnoBou NONUTUKK B pexkume NMS

3.1 Co3gatb naeHTnUdUKaTopbl cetn SSID: NMS Settings —> WLAN. [lynyctumo co3gaTb Ao 32
SSID ¢ pa3nanyHbiMM meTogamum WNPoBaHMA U ayTEHTUPUKaALUK

Evgeniy
[ CAP1200

« C [} 192.168.1.138/nms.html
i Cepeucu (] Crpasourk (] 01_HUMPM [ Vurepaktushsie Ao...

a¥w? 0 ® =

» [ Apyrue saknagku

(3 Namnosbie moayns & Mepesoauux Google Google MailRu

CAP1200 Das NMS Settings Local Network

> Access Point

> RADIUS

WLAN
Search Match whole words

VLAN D
Please add WLAN setting

Match whole words

Hame/ESSID Authentication Encryption Additional Authenfication

> Access Control
> Guest Network
> Zone Edit

> Firmware Upgrade

Search
> Advanced A
members

Group Name ° WLAN member list Used AP Used AP Group

System Security

Date and Time

B AnanoroBom oKHe Hazo yKkasaTb Ha3BaHMe ceTu (SSID), K Kakomy VLANy oTHocuTca (SSID *KEcTko
npusasaH K ogHomy VLANYy), TMn ayTeHTUdUKaymm 1 cnocob wudopsaHus.

Evgeniy x
[ cAP1200 x &
<« C | [} 192.168.1.138/nms.html
I Cepeuca [ Crpasourax [ 01_HWPM [ Urepaxrusrisie o..

awy O @ =

£ Namnoseie moayns &3 Mepesoauux Google Google MailRu » [ Apyrwe saxnagxm

.
EDimax @ Wizmrd | Home | Logout | [Sbai Ergin ¥

CAP1200 Dashboard Zone Plan NMS Monitor NMS Settings ~ Local Network  Local Settings Toolbox

> Access Point

Name/ESSID Corporate
> RADIUS Description
VLAN ID 1
2] coess Contral Broadcast §5ID Enable v
SlEr—n Wireless Client Isolation | Disable v
Load Balancing 50 |E
» Zone Edit
Authentication Method WPA-EAP v
» Firmware Upgrade
WRA Type WPA2-EAP v
» Advanced Encryption Type AES ¥

System Security

Date and Time

e T e o |
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Key Renewal Interval

60

minuta(s)

Additional Authentication | No additional authentication v

WLAN Advanced Seffings

Smart Handover Settings
Smart Handover
RS S| Threshold

[®Ensble
-60 ¥ |45

O Disable
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FDIMAX

NETWORKING PEOPLE TOGETHER

3.2. Co3gatb rpynny WLAN, B KOTOpYHO BKAKOUMTL BCe SSID, co3aaHHble A0 3TOro

Evgeniy b3
[ cAP1200 x % 3
<« C [} 192.168.1.138/nms.html awyr O ® =
fif Cepeucer [ Crpasounmx [ 01 HWPM [ Wkrepaxtustsie go.. (] /1 wogyau ) MNepesogunk Google [EY Google [@) MailRu » [ Apyme 3aknaakn
.
EDimAx G Wizard | Home | Logout | [ Siabal Engiah] ¥
CAP1200 Dashboard Zone Plan NMS Monitor NMS Settings Local Network Local Settings Toolbox

» Access Point WLAN

> RADIUS

Name/ESSID VLANID  Authentication  Encryption Additional Authentication
> Access Control EAl-
Guest 1 PEK,WPAZ- TKIP AES Mo additional authentication
> Guest Network PSK
Corporate 1 WPAZ AES No sdditional authentication

> Zone Edit

» Advanced

Search| | [ Mateh whole words

System Security

Date and Time

WLAN
members

(eryed]

Group Name WLAN member list Used AP Used AP Group

Ons Kaxaoro SSID MOXKHO M3MeHUTb HacTpoikn VLAN (3ameHuTb Homep VLAN), K KOTOpPOMY AaHHbI
SSID oTHOCUTCA

Evgeniy x
[y capi200 x %Y
€ - C [ 192168.1.138/nmshiml a¥w? @ ® =
£t Cepeucet [ Cnpasounms [ 01_HWPM [ Mrrepaxtverivie go.. (1 /1 wogynu ) Mepesogunk Google [ Google [@) MailRu » [ Apyme 3aknagkn

.
Iulm@ Wizard | Home | Logout | [ Global (Engish] ¥
> s Toolbox

CAP1200 Dashboard

Zone Plan NMS Monitor NMS Settings Local Network Loc

b Accems Roint WLAN Group Settings
O .. ‘

> RADIUS Description | |

Search Match whole words

» Access Control

Members Name/ESSID VLAN ID
> Guest Network ‘ Guest Dloveride
> Zone Edit ® veride (100
> Firmware Upgrade
Apply Cancel

» Advanced
System Security

Date and Time
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FDIMAX

NETWORKING PEOPLE TOGETHER

3.3. Mpu1 HEObXOANMMOCTM CO34aTb FPYNMNOBbLIE HACTPOMKM A8 FOCTEBOM CeTU (aHANOTMYHO
npeablaywemy nyHKTy)

NMS Settings —> Guest Network

DCAPTZOU
€ = € [[1192.168.1.138/nms.htm! aw? 0@ =

£t Cepemcn (] Crpasounve (7 01_HWPM (] Whrepaxrvsnsie go.. (] Nlamnoasie mogynu &) Mepesogumk Google  [E Google [@ MailRu » (0 Apyrve saknaaxn

> WLAN
Name/ESSID Guest |

» RADIUS Description |
VLAN ID 1

* Access Control Broadcast 551D Enable ¥

Load Balancing

» Zone Edit
Authentication Method WPA-PSK A
» Firmware Upgrade
WPA Type WPA2 Only v
> Advance d Encryption Type AES ¥
System Security Key Renewal Interval 60 minute(s)
Pre-shared Key Type Passphrase v
i Pre-shared Key 1234

Additional Authentication | No additional authentication hd

Traffic Shaping Settings

Traffic Shaping Enable ¥

Downlink 1 Mops
Uplink 1 Mbps.

Filtering Settings

IP Filtering
IP/Subnet Mask

0.0.0.0 Jf0.0.0.0
0.0.0.0 /l0.0.0.0
0.0.0.0 /l0.0.0.0

Rules

B rpynnoBow NosMTUKe rocTeBol CeTM MMeeTca BO3MOXHOCTb OFPaHUYNTb CKOPOCTb (Shaping) ann
BXO4ALLEro U ucxoaawero TpadumKa.
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FDIMAX

NETWORKING PEOPLE TOGETHER

3.4. HacTtpouTb BHyTpeHHMI Radius — cepsep (ana pexkuma WPA-EAP).

NMS Settings -> RADIUS -> Internal RADIUS Server -> [Jobasumes

[ cap1200 x

€ = C [ 192.168.1.138/nmshtm aw? O ® =

Sif Cepavcei [ Cnpasouwax [ O1_HWPM (] Wktepaktvsssie go.. (] flamnossie mogyns ) Mepesoaumk Google Google [@ MailRu » [ Apyrwe saknaakn

* Access Point External RADIUS Server

> WLAN

Search| | [ Watch whole wiords

I Please add Extemal RADIUS Server seiting

Delete Selecied || Delele All

Search| | [ Match whole wiords

> Guest Network
> Zone Edit

> Firmware Upgrade

» Advanced
Name EAF Authentication  Session Timeout (sec) Termination-Action

System Security Please add Intemal RADIUS Server setting

Date and Time

(] Y (Gione ] (Dl Sefeced] e AT

Search | | ) Wateh whele wiords

Name Password Description

Please add User Account

it || Delete Selected || Delete All

Search | | ) Wateh whele wiords

Name 2.4GHz 5GHz RADIUS accounts Used AP Used AP Group
Please add RADIUS group setting

Delete Selected || Delete All

Mpu Heobxo4MMOCTU AOCTyNa ANA 6ONbLIOrO KOANYECTBa NoNb30BaTeIell peKoMeHayeTca
ncnonb3zoBatb PKCS cepTuduKar.

Evgeniy x

[ cAP1200 x W
& - € [ 192168.1.138/nms.htm avwt® O @ =
555 Cepeucet [ Cnpasounk [ O1_HMPM [ Wntepaxtussbie go.. [ J1 wogyau ) MNepesogunk Google [EY Google [@) MailRu » [ Opyrve saknankn
Inim@ Wizard | Home | Logout | [ Global (Engisn) v | [ “

CAP1200 D

NMS Monitor NMS Settings Local Netwo

5 .
Access Point Upload EAP Certificate File

> WLAN

EAP Certificate File Format PRCS#12("pho".p12)
_ Upload EAP Cerfificate File BuiGepuTe ain | Pain He seiGpan

Password of EAP Certificate File |

> Access Control

*» Guest Network Upload

> Zone Edit

> Firmware Upgrade

Internal RADIUS Server

> Advanced
System Security Name Company_interenal_Edimax |
Description
Date and Time
EAP Internal Authentication PEAP(MS-PEAP) v
Shared Secret
Session-Timeout 3600 Seconds

O Resuthenication (RADIUS-Request)
Not-Reauthenication (Defeutt)
© NotSend

Termination-Action
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FDIMAX

NETWORKING PEOPLE TOGETHER

Nnn, ecnm Heob6xoAMMO OTKPbITb AOCTYN HEGONBLLIOMY KOMYECTBY NONb30BATE/NEN, UX MOXHO YKa3aTb
BPYYHYto B 3aknagke RADIUS Account. NMS Settings -> RADIUS -> Internal RADIUS Account ->
Llobasume

DCANZOU
€« - ¢ [[3192.168.1.138/nmshtml ayr o ® =

Sif Cepeuce [ Cnpasoumwsx [ O01_HWPM (C] Wrrepaxtvssisie go.. [ Nlamnossie mogynu & Mepesoauuk Google Google [@) MailRu » [ Opyrve saknaaxu

= -
= n s External RADIUS Server

> WLAN Search| | 0 Mateh whole viords

Please add Extamal RADIUS Server setting

> Access Control

N (][5 [ Cione | [Beiee Sefecied | D AT

> Zone Edit
Internal RADIUS Server

> Firmware Upgrade

Search| | 0 Mateh whole viords

» Advanced
Hame EAP Authentication  Session Timeout (sec) Termination-Action

System Security Company_interenal_Edimsx PEAP(MS-PEAP) 3500 Not-Resuthenicstion (Defsuft)

——
3
=

Date and Time

RADIUS Account

Search| | & Mateh whole viords
< Name Password Description
o’ ivan Configurad
’ petr Configured
o’ mashs Configurad

(] [ €] [ et Seteced | Dol A

RADIUS Group

Search| | £ Mateh whole vicrds

Hame 2.4GHz 5GHz RADIUS accounts Used AP Used AP Group
Please add RADIUS group setting

MpumeHnTb Radius — cepBep K rpynnoBoM NoAUTUKe

NMS Settings -> RADIUS -> Internal RADIUS Group -> [/Jobasumb

Evgeniy x
[ cap1200 x 9 Y
€ = C [[)192.168.1.138/nms.html Ay ?r OO =
it Cepeucet (] Crpasourx (] 01_HWPM ([ Wnrepaktusrsie go... [ Nlamnossie mogyau &) Mepesoguux Google [ Google  [@ Mail Ru » (7 Lpyrve 3aknagki
.
Il:“m@ Wizard | Home | Logeut || Glabal (Engish) ¥ |

CAP1200 Dashboard Zone Plan NMS Monitor NMS Settings Local Network Local Settings Toolbox

5 §
e r L RADIUS Group Setfings

> WLAN
Group [Company_group ]
O
Deseription | ]
> Access Control 2.4GHz
DS #rmary - | Internal : [Company_interenal_Edimax] ¥ | secondsry :| Disabled v |
> Guest Network 5GH
mD\ZUE Prmary | Disabled ¥ | Secondary :| Intemal - [Company_interenal_Edimax] v |
> Firmware Upgrade ’ Username Password
Members ’ wvan Configured
> Advanced 7 petr Configured
System Security ‘ 4 [ masha Configured
Add

Date and Time
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FDIMAX

NETWORKING PEOPLE TOGETHER

3.6. MpmmeHnTb HacTpomnkm SSID 1 RADIUS-cepBepa K rpynnoBoii NOINTUKE KO BCEM TOYKAM

NMS Settings -> Access Point -> Access Point Group -> Pedakmuposame noaumuky System Default

ooy R x|

[ cap1200

<« C [} 192.168.1.138/nms.html AT OO =
3 Namnossie mogyar &) Mepesogunk Google  [EJ Google Mail.Ru

i Cepance [ Crpasourme [ 01_HWPM (] Mhteparinsrisie ao.. » [ Bpyrwe 3aknagkn

.
[Dlm@ Wizard | Home | Logout | | Global (English) ¥

CAP1200 Dashboard Zone Plan NMS Monitor NMS Settings Local Network  Local Settings Toolbox

e T

>
eLAN Search Match wihole words
> RADIUS
MAC Address Device Name Model AP Group o 96 ZAGTX SGTX  gpe Action
Channel Channel Power Power
> Access Control T4DAIB0S:ETE APTADAIB0SEITS WAP1TS0 SystemDefaut 0 0 Full Full [w]
* Guest Network i
| Refresh | | Edit | | Delete Selected | | Delete All |
> Zone Edit
> Firmware Upgrade
Search Match whole words
> Advance: d
~ G N AP Membs 2.4G WLAN 5G WLAN 2.4G Guest 56 Guest RADIUS Access Control
System Security sl =MBETS Profile Profile  Network Profile Network Profile  Profile Profile
Date and Time L4 System Default 1 Disabled Disabled Disabled Disabled Disabled Disabled

Add Clone | | Delete Selected | | Delete All

Access Point Setiings

Auto Approve ® Enable O Disable

HeobxoamMmo yKasaTb K KaKum pagmo-nHtepdencam mbl NpUMeHAeM rpynnosble HacTpolikun WLAN
(pekomeHayeTca NPUMEHATb OA4HOBPEMEHHO K 2,4 Ty, 1 5 Ty). YKasaTb NOAUTUKY ANA TOCTEBOrO
[0CTyna. YKasaTtb ucnosbsyemyto nonntmky RADIUS — cepsepa. Ykaszatb MAC-agpeca Touek,
NCNOJIb3yEMbIX B TpyNrnoBOM HAacTpoiKe (KoTopble bblin ob6HaxKeHbl Yepes Autodiscovering).

TOUKM CUHXPOHU3UPYIOTCA Yepe3 HebOoNbLIoW NPOMEXKYTOK BpemeHU (1-2 muHyTbl). AnA ycKopeHua

MOYXHO CUHXPOHU3NPOBATb HACTPOUKM BPYUHYIO B MeHI0 «Dashboard»

CAP1200 Dashboard Zone Plan NMS Monitor NMS Settings Local Network Local Settings

Auto Refresh Time: ® 1 minute 30 seconds Disable 19

System Information @= Managed AP
L=
CHHAXPORWSAPOBATE B
Froduct Hame Carp1200 Search Match whole words
Host Name APTADA3B3ET844 PYYHOM pexume
WAC Address THDASEIETELS Index MAC Address Device Name  Model 1P Address 2> 4% S¥M56 channet  Clients Status
IF Address 102.188.1.138 El
; ; 74.DA38:0 APT4DA3S06 102.188.1.1
Firmware Version 1.1.0 . P " = o (%)
-~ 2012/01/01 00:2 &E1:78 E178 10
System Time <
7:18
Uptime 0 day 00:27:24
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